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1. Introduction (Abstract)

As explained at the beginning of this issue, Enterprise Information Integration (EII) is a foundation technology for integrating the data stack.
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Diagram 1: The Technology Stack

Although EII has been around for a while now, this article explains how it is gradually becoming the “next new thing” in data integration. Corporations that implement EII solutions can gain competitive advantages and cost savings through data consolidation and reduced development time. 

The article starts with a brief description of EII and how it is different from other information integration solutions like EAI and ETL. This section is a good starting point to help the reader understand what EII has to offer in the integration space. The next section concentrates on the value EII solutions bring to an enterprise. The details of this section are based on our experience in this space and should provide the reader with a close look on what to expect by using an EII solution. The “Critical Success Factors” section explains our best practices in such a space and is a must read for any project manager implementing such a solution. 

The Call Outs are the “meat” of the article. The first call out is a “Questionnaire” with some basic questions that any corporation should address before they decide on an EII solution. The last two call outs contain “hands-on” information about an EII Tool’s functionality. For example, these sections introduce the concept of an “Information Grid” that would improve the performance and scalability of an EII solution. Such details could be used in a questionnaire during a vendor evaluation of EII tools.

2. What is EII

Information integration solutions have been available in the market for a long time now. Most solutions either belong to the Enterprise Application Integration (EAI), Extract Transform Load (ETL) or Enterprise Information Integration technology space. EAI provides “unrestricted sharing of data and business processes throughout the networked applications or data sources in an organization.” ETL provides “three database functions that are combined into one tool to pull data out of one database and place it in another database”. EII is a powerful solution that “allows all back-end information to be seen as if it came from one comprehensive, global database”. Unlike in EAI and ETL, information in EII is integrated by providing a logical view of data “without moving any data” (ETL) or “bridging applications" (EAI).

EII may address specific needs, such as providing a single view of customer data without maintaining its own customer data repository, maintaining a metadata repository for corporate wide customer data access, and / or defining of logical views of the data. However, it will not replace other established integration technologies, such as ETL, which is aimed at solving problems with specific characteristics and defined organizational constraints.

3. The Role of EII in Bridging the Digital Divide

In the context of this article the term “digital divide” simply refers to the fact that any large company faces the difficultly of providing consolidated access to its data. The following points describe why companies need EII to bridge such a divide and what value can they derive from an EII implementation:

1. Ability to provide a consolidated view of data to their customers across all lines of business (accounts)

2. Ensure a fast turn around time for new customer requests

3. Maximum reuse of existing technology stack thereby reducing cost and time of development

4. Shield the customer from the underlying complexity by providing them with a virtual view of data

5. Flexible access to of data on a request / reply basis

6. Provide the customer with well defined and self explanatory data fields based on industry standards

7. Visual modeling tool that can be effectively used not only by technologists but also by business analysts

8. Ability to retrieve data across heterogeneous databases

4. Critical Success Factors

To successfully implement an EII solution still remains a challenge. The following are some of the challenges that EII vendors face:

1. The presence of a mix of proprietary database technologies deployed across all lines of business within a company

2. Various flavors of SQL used in production

3. Different levels of normalization across heterogeneous databases

4. Demand for request / response style of messaging to retrieve large amounts of data

5. Reuse of existing data retrieval methods may fail due to non-adherence of standards and proprietary style of coding

6. Ensure high level of scalability and performance without incurring high hardware costs

By keeping these challenges in mind it is important to follow a systematic stepped-approach to evaluate whether an EII solution is required. This approach will mitigate the risk and define the best solution to suit the enterprise’s needs. The rest of the section explains the approach and highlights the critical success factors that will drive the selection and implementation of an EII solution.

To assess whether EII is well suited for an organization, you should complete the questionnaire defined in Call Out A.  If the result shows that EII is recommended, then the approach described below should be followed:

Identification of needs – Requirements analysis

As the first step of the EII technology selection, the company needs to identify which requirements are critical for their customers.  These requirements should be collected through a Voice of Customer analysis.  

As defined later in Call Outs B & C, EII solutions provide a wide range of functionality. A vendor may offer a strong query engine with excellent data retrieval benchmark number, but may not offer the logical data layer to link the business views to underlying data sources.  Another vendor may have a strong metadata solution but no proven references for performance.  

Definition of architecture – Vendor Selection

The next step consists of defining the logical architecture of the solution and selecting the vendor solution that best meet the customer requirements. The requirements can be leveraged to define the architecture of the solution.  Each vendor solution should be mapped to the logical architecture to identify which components will be directly provided by the vendor vs. which components will have to be built internally.

For each vendor identified in the first step, architecture scenarios should be defined to estimate the development effort for the system.  Based on this scenario analysis, one vendor should be recommended for the EII solution.

Performance evaluation – Proof of Concept

The last step consists of validating the technology selection by conducting a proof of concept (POC).  Executing a POC is critical to test the technical capabilities of the tools and understand its limitations, specifically for a technology not considered mature yet.  Critical success factors for the POC include:

· Performance: the optimization of distributed queries over disparate and heterogeneous databases is a complex problem and rigorous stress testing should be performed to understand the performance limitations of the Tool

· Load Balancing: the tool should have the ability to offload data extraction and transformation to multiple nodes.  This is key to scalability and the POC should evaluate the ability of the tool to run on multiple nodes simultaneously

· Reliability: Distributed queries attempt to retrieve data from disparate sources, which may result in incomplete query results. There is no simple way to guarantee that the correct results are returned.  The POC should test the ability of the tool to return a consistent result set each time the same query is executed.

· Flexibility/ Extensibility: the EII tool will most likely have to be extended to provide all the functionality defined in the logical architecture.  It is critical to define a number of extensibility scenarios to be tested during the POC.

· Quality of data: There is a limit to the amount of on-the-fly transformations (e.g. via lookup tables) that can be done on the data.  Stress testing should be performed to understand the impact of transformations on performance

· Security: The EII tool needs to integrate with the company’s entitlement systems.  The POC should also focus on testing the security integration capabilities of the tool.

In order to mitigate risk and validate that the appropriate tool has been selected, the POC should conclude the EII vendor evaluation.  It is critical to define critical success factors and metrics at the beginning of the POC to understand how the POC results will be analyzed and under what conditions the POC will be considered as successful. Upon POC completion, a series of plateaus should be defined to prepare for the implementation phase.

7. Conclusion

The objective of this article was to provide you with an understanding of where EII fits in the information integration space. In doing so we managed to explain what EII is, what value EII brings as a solution and what are the critical success factors that you should consider during an EII tool selection process. However, it should be understood that the EII market is still emerging and the technology is not considered as mature yet. It has experienced limited adoption over the years and only a few production implementations of EII exist in the Financial Services industry. However it is important to note that there are several implementations that are in the pipeline, which indicates a growing acceptance of EII as an Information Integration solution.

In several places this article states the complicated nature of EII. This complexity is multiplied by the constantly changing Information Integration space. We tackle such complex projects on an on going basis and specifically are one of the few consulting firms to have experience in the EII space. 

8. Call Out A: Questionnaire

The goal of this questionnaire is to help you assess whether EII is the right solution for your company.

Q 1 Does your company have multiple platforms and data sources (Oracle, DB2, XML, Excel, Sybase, etc)?

1. Yes

2. No

Q 2 Does your company lack a consolidated view of data across the enterprise? Specifically, do your customers have a consolidated view of their data or do they have to access several reports and then merge / filter the data they receive?

1. Yes 

2. No

Q 3 Is your data replicated over a number of data sources?

1. Yes

2. No

Q 4 Select the type of data integration your company would think is feasible in terms of cost of resources, cost of capital and complexity

1. Access data from a consolidated data source by loading data to this consolidated source

2. Access data from the underlying data sources without moving any data

Q 5 What type of information do you want to provide to your customers (internal and external)?

1. Request / Response

2. Publish / Subscribe

3. Both

Q 6 Will your company consider an Enterprise Information Integration solution for a transaction type of system? Here a transaction type system can be characterized as a highly available and loaded system.

1. Yes

2. No

Q 7 With regard to new customer requests for information what is your turnaround time for creating a new report to handle these types of requests?

1. 1 to 5 days

2. 2 weeks

3. 1 month or more 

Answer Key

A 1 The key problem EII solves is connecting multiple vendor databases installed on different platforms. If your data is predominantly in one type of data source then there may not be a need for such a Tool. However, if your data is in one data source but in different schemas then there will be a need for an EII Tool.

A 2 If a customer can get a consolidated view of his / her data across all lines of business within your enterprise then there is a limited need for an EII Tool.

A 3 An EII Tool can provide federated access to all data sources within an enterprise thus eliminating the need to replicate data.

A 4 Option 1 is not provided by an EII solution whereas option 2 describes the basic functionality offered by an EII solution.

A 5 The core functionality of an EII solution is to provide information via request / response (option 1). Publish / subscribe messaging may be desirable but will probably not be provided as an “out-of-the-box” functionality.

A 6 The performance of an EII Tool is dependent on several factors and thus there cannot be a complete guarantee of non-failure. Such variability is not acceptable in transactional systems. In such a scenario an EII solution may not be the favored solution.

A 7 An EII Tool should reduce the turnaround time to create reports in response to new customer requests. If you chose option 3, you can use this as a key factor to build the business case for an EII Tool.

9. Call Out B: Core Functionality

The objective of this section is to provide the reader with an overview of the typical functionality of an EII Tool. The following diagram presents the various layers of an EII Tool and includes a list of functions within each layer.
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Diagram 2

1. Client Interfaces

The Client Interfaces layer provides an entry point for external systems to use views that expose data contained in the underlying data sources

a. JDBC / ODBC: Provides external systems with a JDBC / ODBC interface to use the EII Tool as a database

b. JMS: Provides external systems with a message based interface for integration (e.g. an external management and monitoring system can integrate with the EII Tool through workflow logic to handle events)

c. Web Service: Provides access to data exposed as a Web Service via SOAP

d. RPC: Provides external systems with an API for System to System integration

2. Security Layer

a. Authorization: 

· Entitlements check is done at the data level (column) and function level (select, insert, etc). 

· Support the import of entitlements from a third party entitlements system (probably not provided “out-of-the-box” but can be done with some professional services work)

· Support the import from directories like LDAP, etc.

b. Authentication: 

· Support of token based authentication for system to system integration

· Authentication done at both the server and client levels

3. Metadata Logical Layer: 

Views form the virtual layer over underlying data sources that provide a consolidated and logical view of the data. These views contain fields that map to columns from tables / schemas contained in disparate data sources.

4. Query Engine

a. Physical SQL: A logical request for data is transformed into SQL statement/s distributed over several databases

b. Logging and Monitoring (SNMP): The Tool should support SNMP for the integration with Monitoring and Management systems

c. Data Transformation: Data transformation is provided at the database function level (UBSTR, CONCAT, etc) and response format level (XML, CSV, etc). Currently the transformation into several response formats is limited.

d. Query Optimization: A key function of EII Tools is to generate dynamic SQL that is optimized to go across multiple databases installed on different systems

e. Query Planning: Query plans diagrammatically show the execution plan a query will take at run time. This function helps users to take decisions at design time. 

5. Data Access Layer

a. Adapters: Enterprise Application Integration (EAI) technologies have made the availability of mature and cost efficient adapters widespread. Most EII vendors will use third party adapters or bundle some of their own in-house developed Adapters.

6. Underlying Databases: 

This layer is outside the EII solution. It shows a subset of the possible types of data sources available in the market today

7. User Interface

The User Interface should provide the user with access to the following functions:

a. Modeling of Logical Views

b. Configuration (Caching, etc)

c. Monitoring of Tool Statistics

d. Metadata Introspection

e. Connection to physical data sources

f. Monitoring of tool activity

Note: The above functions are representative and may not include all functionality offered by EII Tools today.

10.  Call Out C: Additional Functionality

EII vendors have realized that to be competitive in the market their solution needs to go beyond just being a query engine powered by metadata. They need to provide additional functionality that would indirectly save deployment time and reduce cost of customization.

The following diagram presents the extended function set of an EII Tool. This diagram like the one in the previous section (Diagram 1) is divided into layers with a list of functions in each layer. The functions in blue and bolded text are the additional functionality set that we are referring to here.
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Diagram 3

1. Security Layer

a. Data Encryption: One option may be to encrypt the whole payload of data. Another option would be to encrypt only a part of the payload (XML Encryption)

b. Web Service Security: Support of a Web Service security mechanism (WS-Security) that provides a set of mechanisms to help developers of Web Services secure SOAP message exchanges

2. Logical Layer

a. Dynamic views: Views should be dynamic, that is, a customer at run time should be able to select the fields that he / she wants to retrieve.

b. Versioning: With XML support becoming an important part of the EII solution, versioning of XML Schemas becomes very important. Since each customer will need a customized schema the Tool should be able to maintain up-to-date versions of these schemas

c. Import of external models (XMI): Modeling from Logical to Physical models is not only limited to creating models (views) within the EII Tool but also extends to the import of external models.  To do this, the Tool should be able to represent views in a canonical form so that external models (e.g. business models stored as XMI files) can be imported into the Tool successfully

3. Query Engine

a. Streaming and Paging: The very concept of getting data in a distributed fashion from a wide array of disparate data sources puts a lot of importance on performance of the Tool. Streaming and paging mechanisms are often used to improve performance of such a Tool dramatically

b. Data Transformation (Response Format – XML, FpML, Excel, FIX, etc): With an increasing need to comply with industry standards EII Tools need to include transformation capabilities in their Tool set. 

4. Data Access Layer

a. Alerts for schema changes: Alerting mechanisms can be proactive or reactive in nature. EII Tools can retrieve data from any information source there is a risk of someone making a schema change resulting in the failure of a request. Support of proactive Alert support is very important in this case

5. User Interface

a. Response Staging: Although it is a requirement of the Tool to deliver information using request / reply styled messaging, it is not always feasible to use such a mechanism due to the large amount of data to be retrieved. In such cases the Tool should provide functionality (workflow) to stage a response in a central repository for later retrieval.

b. Response Scheduling: A very useful feature is to provide scheduled execution of requests. In this case the customer can subscribe to the periodical execution of a request.

6. The Information Grid

Grid computing introduces a new concept to IT infrastructures because it supports distributed computing over a network of heterogeneous resources and is enabled by open standards. An Information Grid would be a major plus for any EII vendor. Some of the advantages are:

a. Improved Scalability;

b. Improved Load Balancing; and 

c. Improved Performance

Furthermore, the Information Grid works to optimize underutilized resources, decrease capital expenditures, and reduce the total cost of ownership. This solution extends beyond data processing and into information management. 
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Diagram 4

The diagram is an example of the setup of an Information Grid using two Enterprise Information Integration Servers. In this setup:

· The Client makes multiple requests to a Message Queue

· Each request from the Queue gets assigned to an MDB (Message Data Bean) instance from the Pool

· The Shared MDB Pool uses an algorithm to equally assign MDB instances to each EII Server

· The EII Servers have a shared metadata repository

By using this setup there is a high probability of improving request execution time.  

Note: 

The above setup is linearly scalable and can be extended to multiple EII Servers

11. Abbreviations 
	EII
	Enterprise Information Integration

	EAI
	Enterprise Application Integration

	ETL
	Extract Transform and Load

	JDBC
	Java Database Connectivity

	ODBC
	Open Database Connectivity

	POC
	Proof Of Concept

	SOAP
	Simple Object Access Protocol
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